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(57) ABSTRACT

An apparatus and a method for improving short message
service dependability by reducing the risk of an SM being
loss due to failure in a network having both an SMS routers
and an SMSC and in which forward and store delivery or
Early-Ack is enabled in the router. Alternative apparatus and
methods are presented which mitigate the possibility of
losing an SM before it is delivered to a recipient or received
and persistently stored by the SMSC by placing the SM in
a survivable storage medium before acknowledgement of
the SM is sent to the submitter of the SM and by providing
a recovery mechanism that can re-attempt a delivery or a
forwarding of the SM, based on the content of the survivable
storage medium, in the case of a failure.
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APPARATUS AND METHOD FOR IMPROVING
SHORT MESSAGE SERVICE DEPENDABILITY

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation-in-part of U.S.
patent application Ser. No. , entitled “Apparatus and
Method for Improving Short Message Service Dependabil-
ity” filed on Feb. 2, 2006, and claims the benefit, pursuant
to 35 U.S.C. § 120, of that application.

BACKGROUND OF INVENTION

[0002] 1. Field of the Invention

[0003] The present invention relates to the field of mobile
telephony short message service (SMS). In particular, to an
apparatus and a method for improving short message service
dependability.

[0004] 2. Background Art

[0005] FIG. 1 is a schematic representation of an exem-
plary short message service (SMS) network architecture 100
illustrating message flows.

[0006] In the above short message service network archi-
tecture both a router 110 and a short message service center
(SMSC) 120 have Signaling System 7 (SS7)/Internet Engi-
neering Task Force (IETF) SIGTRAN interfaces to a public
land mobile network (PLMN) 130. The router 110 and the
SMSC 120 communicate with each other using a standard
short messaging stack (for Global System for Mobile Com-
munications (GSM) networks this is defined in GSM 03.40
& Mobile Application Part (MAP), for 3rd Generation
Partnership Project (3GPP) by European Telecommunica-
tions Standard Institute (ETSI) 23.040 and MAP and for
code division multiple access (CDMA) networks it is
defined in the IS-41 specification). An interface between the
router 110 and the SMSC 120 frequently uses the same stack
as that used to connect each of the router 110 and the SMSC
120 respectively to the mobile network 130. Alternatively
the interface between the router 110 and the SMSC 120 can
use 1P based Short Message Peer to Peer Protocol (SMPP)
defined in the SMPP Developer Forum’s Short Message
Peer to Peer Protocol Specification v3.4.

[0007] Mobile originated (MO) short messages (SM) are
handled initially by the router 110. Typically 80% or more
of mobile terminated (MT) SM are delivered at the first
attempt so the router 110 will immediately attempt to deliver
the SM. If this delivery attempt fails then the router 110
passes the SM to the SMSC 120. The SMSC 120 stores the
SM and at a later time makes further attempts to deliver it.

[0008] MO SM are handled initially by the router 110.
Typically in excess of 95% of fixed terminated (FT) SM are
delivered at the first attempt so the router 110 will imme-
diately attempt to deliver the SM via a gateway 140. If this
delivery attempt fails then the router 110 passes the SM to
the SMSC 120. The SMSC 120 stores the SM and at a later
time makes further attempts to deliver it.

[0009] Fixed originated (FO) SM are initially handled by
the gateway 140. If an application server 150 that originated
the FO SM selects single shot quality of service then the SM
is forwarded directly to the router 110 for delivery. If store
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and forward quality of service is selected then the gateway
140 forwards the SM to the SMSC 120 instead.

[0010] Alternatively the gateway 140 can send all FO-MT
SM to the router 110 for an initial delivery attempt, and if
this fails the router 110 can forward them to the SMSC 120
for storage and forwarding.

[0011] The SMS network can comprise one of more of
each of the router 110, the SMSC 120 and the gateway 140
to, for example, to increase the SMS traffic handling capac-
ity. Individual router 110, SMSC 120 and gateway 140 may
be group to provide one service or alternatively all of the
routers 110, SMSC 120 and gateways 140 may to cross-
connected in a network configuration.

[0012] When first launched in the 1990’s the SMS was
strictly a store and forward service. SM were stored persis-
tently in an SMSC 120 and then delivery was attempted.
This meant that once an SM had been acknowledged to the
submitter it was secured to persistent storage and nothing
short of the complete failure of the SMSC 120 or multiple
disk failure could result in its loss. This approach is secure
and helps to ensure accurate real time charging, but it drives
up the cost of the SMSC 120 because expensive storage
subsystems are needed to achieve even moderate through-
puts. The store and forward based reliability mechanism
established the sense of dependability of the SMS in con-
sumers’ (i.e. users) perception.

[0013] Over time the volume of SM sent has increased by
several orders of magnitude, and the unit price of an SM has
dropped significantly. Because profit margins are now lower
operators have sought to reduce costs when increasing their
SMS network capacity. Many networks no longer offer a
true store and forward service, but instead offer a less
dependable alternative commonly referred to as forward and
store. Forward and store is where an attempt is made to
deliver the SM (hereafter referred to as the First Delivery
Attempt or FDA) before writing it to persistent storage and
only storing it if the FDA attempt fails. Clearly if a high
proportion of these delivery attempts are successful (which
is the norm in a modern network) this approach significantly
reduces the number of SM that need to be stored, and thus
reduces the cost of a SMSC platform for a given capacity.
Superficially the risk involved in the forward and store
quality of service does not appear great because theoretically
the SMSC can defer acknowledging the SM until after it has
safely stored it. However in practice this approach is only
viable for MO-FT SM and some FO-MT SM, not for the
majority case—MO-MT. The reason for this is that when a
mobile handset originates an SM it starts a timer. If the SM
is not acknowledged before this timer expires then the
handset automatically retransmits the SM. In a typical GSM
network approximately 5% of all delivery attempts take
longer to complete than the timeout period of the timer. This
means that for MO-MT SM the SMSC 120 must acknowl-
edge receipt of the SM before it has stored it in at least some
cases in order to avoid duplicate delivery of the SM to its
recipient. The acknowledgement of the SM before it has
been stored is known as ‘early acknowledgement’ (Early-
Ack) as described in United Kingdom patent GB2401757B
issued Jun. 10, 2005. If a component of the SMSC 120 fails
between sending the acknowledgement and storing the SM
then not only is the SM lost, but the submitter (i.e. origi-
nator) is unaware of this because the SM has been acknowl-
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edged to them. These lost SM reduce subscriber confidence
in what was previously seen as a highly reliable service.

[0014] For some years now some network operators have
had SMS routers (therein after routers) in their networks.
Initially these systems were only used to load balance traffic
between multiple SMSC 120 and as such did not alter the
dependability of the service. Recently the majority of routers
110 have acquired the ability to offer the forward-and-store
quality of service described above (i.e. FDA and forward to
the SMSC 120 if the FDA fails). This approach significantly
increases the risk of failure when compared with the store-
and-forward implementation described above (internal to
the SMSC 120). In the architecture having a router 110
providing forward-and-store functionality, the router 110
acknowledges the SM to the submitter and then attempts
delivery. If this delivery attempt fails the router 110 then
forwards the SM to the SMSC 120 that stores it. There are
three potential points of failure after the receipt of the SM
has been acknowledged:

[0015] The router 110 itself could fail before forwarding
the SM to the SMSC 120.

[0016] The communications network between the
router 110 and the SMSC 120 could fail.

[0017] Finally the SMSC 120 could fail before securing
the SM to disk.

[0018] If a router 110 is running a pure forward and store
service at a traffic rate of 2,000 SM/second and the typical
time to deliver an SM is 10 seconds then up to 20,000
previously acknowledged (and potentially charged for) SM
will be lost if the router 110 fails.

[0019] In some countries there are statutory requirements
on the accuracy of telephony billing systems. In situations
where SMs are charged for in real time (for example pre-pay
phones) the combination of the issues listed above may put
operators at risk of exceeding their permitted number of
charging errors. The degree of risk depends on the exact
mechanism used for real time charging.

[0020] The forward and store quality of service also
potentially weakens the ability of an SMSC 120 to perform
the duplicate checks intended to allow it to identify retrans-
missions. This is a result of the SMSC 120 potentially
having no record of the SM that it has delivered without
storing them and therefore the SMSC 120 has nothing to
compare new SM to in order to determine if they are
duplicates.

SUMMARY OF INVENTION

[0021] An apparatus and a method for improving short
message service dependability by reducing the risk of an SM
being loss due to failure in a network having both an SMS
routers and an SMSC and in which forward and store
delivery or Early-Ack is enabled in the router.

[0022] Alternative apparatus and methods are presented
which mitigate the possibility of losing an SM before it is
delivered to a recipient or received and persistently stored by
the SMSC by placing the SM in a survivable storage
medium before acknowledgement of the SM is sent to the
submitter of the SM and by providing a recovery mechanism
that can re-attempt a delivery or forwarding of the SM,
based on the content of the survivable storage medium, in
the case of a failure.
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[0023] An exemplary embodiment can provide a method
for improving short message service (SMS) dependability in
a mobile telephony network having a short message service
center (SMSC) that can provide for persistently storing and
forwarding of short messages (SM) to respective addressees
and a router that first receives the SM and mitigates the
number of SM forwarded to the SMSC by attempting to
deliver a portion of the SM received, the method comprising
the steps of: receiving a SM from a submitter; creating a first
log entry, including a copy of the SM, in a log store;
acknowledging receipt of the SM to the submitter; attempt-
ing one of a first delivery attempt (FDA) of the SM to an
addressee and a forwarding (FWD) of the SM to the SMSC,
on successful completion of the one of the FDA and the
FWD, creating a second log entry, including an indication of
the successful completion, in the log store; on recovery from
a failure, determining if the SM might have been lost by
searching the log store for the second log entry and if the
second log entry is not found re-attempting the one of a FDA
and a FWD using the copy of the SM included in the first log
entry; wherein the log store is a survivable storage medium
whose contents can survive a failure of the router and
wherein the step of creating a first log entry occurs before
the step of acknowledging.

[0024] Another exemplary embodiment can provide a
method for improving short message service (SMS) depend-
ability in a mobile telephony network having a short mes-
sage service center (SMSC) that can provide for persistently
storing and forwarding of short messages (SM) to respective
addressees and a router that first receives the SM and
mitigates the number of SM forwarded to the SMSC by
attempting to deliver a portion of the SM received, the
method comprising the steps of: receiving a SM from a
submitter; creating a copy of the SM in a replicate store;
acknowledging receipt of the SM to the submitter; attempt-
ing one of a first delivery attempt (FDA) of the SM to an
addressee and a forwarding (FWD) of the SM to the SMSC,
on successful completion of the one of the FDA and the
FWD, deleting the copy of the SM in the replicate store; on
recovery from a failure, determining if the SM might have
been lost by searching the replicate store for the copy of the
SM and if the copy of the SM is found reattempting the one
of'a FDA and a FWD using the copy of the SM; wherein the
replicate store is a survivable storage medium whose con-
tents can survive a failure of the router and wherein the step
of creating a copy of the SM occurs before the step of
acknowledging.

[0025] A further exemplary embodiment can provide an
apparatus for improving short message service (SMS)
dependability in a mobile telephony network comprising: a
mobile telephony network interface adapted to receiving a
short message (SM) from a submitter in the mobile tele-
phony network and for sending an acknowledgement to the
submitter; a fixed network interface adapted to forwarding
the SM to an addresses; an SMSC interface adapted to
forwarding the SM to a short message service center
(SMSCQ); a log store adapted to storing log entries and to
preserving the log entries in the case of a failure of the
apparatus; a log manager adapted to adding and retrieving
log entries to and from the log store; a SM manager adapted
to: creating a first log entry, including a copy of the SM, in
the log store via the log manager; sending an acknowledge-
ment to the submitter via the mobile telephony network
interface after creating the first log entry; attempting one of
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a first delivery attempt (FDA) of the SM to an addressee and
a forwarding (FWD) of the SM to the SMSC, via the fixed
network interface and the SMSC interface respectively; and
creating, on successful completion of the one of the FDA
and the FWD, a second log entry, including an indication of
the successtul completion, in the log store via the log
manager; and a recovery manager adapted to determining,
on recovery from a failure, if the SM might have been lost
by searching the log store for the second log entry and if the
second log entry is not found re-attempting the one of a FDA
and a FWD using the copy of the SM included in the first log
entry.

[0026] A still further exemplary embodiment can provide
an apparatus for improving short message service (SMS)
dependability in a mobile telephony network comprising: a
mobile telephony network interface adapted to receiving a
short message (SM) from a submitter in the mobile tele-
phony network and for sending an acknowledgement to the
submitter; a fixed network interface adapted to forwarding
the SM to an addresses; an SMSC interface adapted to
forwarding the SM to a short message service center
(SMSCQ); a replicate store adapted to storing a copy of the
SM, and to preserving the copy of the SM in the case of a
failure of the apparatus; a replicate manager adapted to
adding and deleting the copy of the SM to and from the
replicate store; a SM manager adapted to: adding a copy of
the SM to the replicate store via the replicate manager;
sending an acknowledgement to the submitter via the mobile
telephony network interface after creating the first log entry;
attempting one of a first delivery attempt (FDA) of the SM
to an addressee and a forwarding (FWD) of the SM to the
SMSC, via the fixed network interface and the SMSC
interface respectively; and deleting, on successful comple-
tion of the one of the FDA and the FWD, the copy of the SM
from the replicate store via the replicate manager; and a
recovery manager adapted to determining, on recovery from
a failure, if the SM might have been lost by searching the
replicate store for the copy of the SM and if the copy of the
SM is not found re-attempting the one of a FDA and a FWD
using the copy of the SM.

[0027] Other aspects and features of the present invention
will become apparent to those ordinarily skilled in the art or
science to which it pertains upon review of the following
description of specific embodiments of the invention in
conjunction with the accompanying figures.

BRIEF DESCRIPTION OF DRAWINGS

[0028] The present invention will be described in conjunc-
tion with drawings in which:

[0029] FIG. 1 is a schematic representation of an exem-
plary short message service network architecture illustrating
message flows.

[0030] FIG. 2 is a schematic representation of a first
exemplary embodiment of an apparatus for improving short
message service dependability.

[0031] FIG. 3 is a representation of steps in a first exem-
plary embodiment of a method for improving short message
service dependability.

[0032] FIG. 4 is a schematic representation of a second
exemplary embodiment of an apparatus for improving short
message service dependability.
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[0033] FIG. 5 is a representation of steps in a second
exemplary embodiment of a method for improving short
message service dependability.

[0034] FIG. 6 is a schematic representation of a third
exemplary embodiment of an apparatus for improving short
message service dependability.

[0035] FIG. 7 is a representation of steps in a third
exemplary embodiment of a method for improving short
message service dependability.

DETAILED DESCRIPTION

[0036] An apparatus and a method for improving short
message service (SMS) dependability are described herein.
The apparatus is a SMS router for use in a mobile telephony
network to receive SM, to make a first delivery attempt
(FDA) of some of the SM to their respective addressees via,
for example, a gateway or a mobile switching center (MSC),
or directly to a fixed termination point (e.g. an application
host server), and for the remaining SM and SM for which the
FDA failed, to forward the SM to a short message service
centre (SMSC). To reduce the risk of SM loss the apparatus
stores (e.g. logs) SM that it receives to a survivable storage
medium (e.g. a log file). In the event of a failure (e.g. of the
apparatus, of communications with the SMSC or of the
SMSC before it secures the SM), log records containing the
logged SM can be retrieved from the survivable storage
medium for recovery purposes.

[0037] Different embodiments of the apparatus (i.e. the
SMS router) can provide differing trade-offs of implemen-
tation parameters such as, for example, what information is
stored in a log record, the level of performance impact (and
therefore cost implications) for storing the SM and the
degree of SMS dependability desired.

[0038] FIG. 2 is a schematic representation of a first
exemplary embodiment of an apparatus 200A for improving
SMS dependability. The apparatus 200A is a SMS router
comprising a mobile telephony network interface 210, a
fixed network interface 220, a short message service centre
(SMSC) interface 230, a SM manager 240, a log manager
250, a log store 260 and a recovery manager 280. Short
messages (SM) can be received via the mobile telephony
network interface 210 from submitters (e.g. mobile phone)
in a mobile telephony network (not illustrated). The mobile
telephony interface 210 can also be used in a delivery
attempt of a SM via a MSC (not illustrated). The SM
manager 240 validates received SM resulting in each SM
being either accepted or rejected. The SM manager 240 also
determines, for each accepted SM, if a first delivery attempt
(FDA) should be made. The SM manager 240 provides for
the FDA of the SM to, for example, a MSC or an application
host via the mobile telephony interface 210 or the fixed
network interface 220. For SM for which a FDA was not
attempted and for SM for which the FDA failed, the SM
manager 240 provides for the SM to be forwarded to the
SMSC via the SMSC interface 230. The SMSC provides a
store and forward function for the forwarded SM. The SM
manager 240 also provides for an acknowledgement, of
receipt of the SM, to be sent to the submitter of SM via the
mobile telephony network interface 210. The SM manager
240 can send the acknowledgement autonomously (i.e.
sending of the acknowledgement is not dependent on receiv-
ing an acknowledgement from the target of the FDA or from
the SMSC).


















